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IDENTIFICATION, VERIFICATION, VALIDATION, AND CUSTODIAL CONTROL OF ENGINEERING/SCIENTIFIC COMPUTER CODES 

1.0 Scope

This procedure applies to engineering/scientific computer codes used by Battelle Columbus Laboratories Decommissioning Project (BCLDP) staff that have been identified as controlled engineering/scientific computer codes. Codes may be developed internally at Battelle, acquired from an external supplier, or developed as applications derived from software packages. All BCLDP staff involved in generating quality-affecting information are responsible for initiating this procedure. This procedure does not apply to simple codes or software packages such as ACCESS and EXCEL. However, calculations performed by such software, and any mathematical models implemented in the codes must be verified and validated through hand calculations or comparison with verified output from another computer code. See TC-AP-7.1 (Reference 3.1.2) for additional ideas on how this requirement should be implemented. In addition, Administrative, Financial, and DOE supplied software not involving engineering and scientific calculations are exempt from the requirements of this procedure.  This procedure results in a series of records, including plans, reports, and forms, which are filed with the Code Custodian. These records provide evidence of the entire history of the computer code used by the staff. Software used in the BCLDP Transuranic (TRU) Waste Certification Program (WCP) is not addressed by this procedure and shall be managed in accordance with TCP-98-07 (Reference 3.1.1), and TC-AP-7.1 (Reference 3.1.2).

2.0 Purpose

The purpose of this procedure is to allow BCLDP staff to identify engineering/scientific computer codes that require custodial control and to provide a methodology for determining the appropriate level of computer code verification and validation that must be implemented prior to the code’s use to develop quality-affecting project data.

3.0 References, Definitions, and Developmental Resources

3.1 References

3.1.1 TCP-98-07, Software QA Plan for TRU WCP

3.1.2 TC-AP-7.1, Verification of Calculations Performed by Application of Systems Software 

3.1.3 ASME NQA-1 – 1989, QA Program Requirements for Nuclear Facilities (basic requirements, with specific reference to Supplements: 11S – 2, 2.1, 2.2, 3, and 5).

3.1.4 QD-AP-3.1, Review of Internally Developed Technical Documents.

3.2 Definitions 

Refer to the Battelle Columbus Laboratories Decommissioning Project Procedures Dictionary for definitions of the following terms. 

	· Benchmarking 

· Code Custodian

· Computer Code Verification

· Computer Model Validation

· Documentation

· Engineering/Scientific Computer Code


	· Quality-Affecting Project Data

· Responsible Manager

· Simple Code

· Source Code

· System Software

· Technical Reviewer

· Version Number




3.3 Developmental Resources

3.3.1
ASME NQA-2a-1990, Part 2.7, Quality Assurance Requirements of Computer Software for Nuclear Facility Applications. 


3.3.2
ASME NQA-3-1989, Supplement SW-1, Quality Assurance Requirements 
for the collection of Scientific and Technical Information for the Site 
Characterization of High Level Nuclear Waste Repositories.   

4.0 General

4.1
No code results may be used or reported until the code has been verified and validated (if necessary), except for the release of preliminary results prepared during development or testing to allow for a review of the adequacy of the code design. Such preliminary results shall be adequately marked to show their status.

4.2 Staff members shall use controlled computer codes as obtained from a Code Custodian to perform necessary calculations. 

4.3 Qualifications of Code Custodian, Verification, Validation, Revision, and Technical Review Personnel are describes as follows:  

4.3.1
Code Custodian: 1. Assignment by the Responsible Manager or designee to be based on the knowledge and expertise of the individual to perform the Code Custodian’s responsibilities. (2) The Code Custodian shall possess experience as a Code Custodian and/or significant understanding, use, and control of computer codes. 

4.3.2
Code Verifier: 1. Assignment by the Responsible Manager or designee to be based on the knowledge and expertise of the individual to perform the verification. (2). The assigned individual shall possess experience verifying similar codes and/or possess a strong understanding and use of computer codes. (3). The verifier shall possess understanding and familiarity with the level of mathematics required to be able to perform the hand calculations associated with the code to be verified.  
4.3.3
Code Validator: 1. Assignment by the Responsible Manager or designee to be based on the knowledge and expertise of the individual to perform the validation. (2). The assigned individual shall possess experience validating similar codes and/or possess a strong understanding and use of computer codes.  (3). The validator shall possess understanding and familiarity with the level of mathematics required to be able to perform the hand calculations associated with the code to be validated.   

4.3.4 Code Reviser: 1. Assignment by the Responsible Manager or designee to be based on the knowledge and expertise of the individual to perform the revision. (2) The assigned individual shall possess experience revising similar codes and/or possess a strong understanding and use of computer codes. (3). The individual shall possess understanding and familiarity with the level of mathematics required to be able to perform the hand calculations associated with the code to be revised. 

4.3.5 Technical Reviewer: 1. Assignment by the Responsible Manager or designee to be based on the knowledge and expertise of the individual to perform the review. (2) The assigned individual shall possess experience reviewing similar codes and/or possess a strong understanding and use of computer codes. (3) The reviewer shall have an understanding and familiarity with the level of mathematics required to be able to perform any hand calculations associated with the code to be reviewed. (4) In addition, the reviewer shall be familiar with the engineering principles and physical process associated with the code being reviewed.   
5.0 Procedure   

5.1 Identification of Controlled Computer Codes

5.1.1 The staff member identifies an engineering/scientific computer code that will be used to support a program activity.

5.1.2 The staff member shall determine whether the computer code will be used to produce quality-affecting project data. The staff member shall provide written documentation of this determination to the Responsible Manager or designee and the QA Manager for approval. This documentation can be in the form of a memo.

5.1.2.1 If no quality-affecting project data will be produced, this procedure does not apply and no further action is required.

5.1.2.2 If quality-affecting project data will be produced, the staff member shall initiate custodial and computer code submission requirements (Section 5.2) and proceed to identify the verification and validation requirements needed to qualify the computer code for use in the activity.

5.2 Users Manual

5.2.1 If software is determined to be quality-affecting and requires custodial control a “Users Manual” shall be generated for each controlled software. User Manuals should explain the installation and use of the software as necessary to the extent that a properly trained end user can operate the code self-sufficiently. The manual should be submitted as part of the code package to the Code Custodian.  The Code Custodian should distribute a copy of the manual with the software, and updated versions of the manual with each software revision. Manual versions should match the software version. All old manuals should be retrieved prior to distribution of updated manuals.  

5.3 Custodial Requirements/Computer Code Submission

5.3.1 The staff member installs the code and completes Section A of DDO-203. The staff member shall determine what steps are required to fully document, verify, and validate the code and identify the required steps by signifying a “yes” or “no” in Column 2 of DDO-203, Section B. The staff member completes the verification/validation steps described in sections 5.3, 5.4, 5.5, and 5.6, and submits the original code, all documentation, and DDO-203 to the Responsible Manager or designee for approval.

5.3.2 The Section B “Yes/No” criteria for the required steps are as follows:

5.3.2.1 Development Plan

Yes, if new code is to be developed 

5.3.2.2 Development Report
Yes, if new code is developed  

5.3.2.3 Conversion Report
Yes, if conversion of code required 

5.3.2.4 Code Listing

Yes, if available at no added cost

5.3.2.5 Sample Input/Output
Yes  

5.3.2.6 User’s Manual

Yes  

5.3.2.7 Verification Plan

Yes, if verification to be performed 

5.3.2.8 Verification Report
Yes, if verification performed  

5.3.2.9 Validation Plan

Yes, if validation to be performed 

5.3.2.10 Validation Report

Yes, if validation performed
5.3.2.11 Revision Form

Yes, if revision performed

5.3.3 The Responsible Manager or designee approves the submission and forwards all information to the Code Custodian or disapproves the submission and returns the submission to the staff member for resolution of concerns.

5.3.4 If the submission is disapproved, the staff member resolves issues and resubmits information to the Responsible Manager or designee for final approval.

5.3.5 The Code Custodian documents receipt of the code and documentation by initialing and dating the appropriate spaces in Section B of DDO‑203.
5.3.5.1 Qualifications of the Code Custodian:  Refer to Section 4.3.1.



5.4 Identification of Verification Requirements

5.4.1 The staff member shall determine whether the computer code was acquired from an external source or developed at Battelle.

5.4.1.1 For engineering/scientific computer codes acquired from external sources, the staff member shall determine whether the source code is provided and must be compiled on the user’s computer system.

5.4.1.2 Computer program test requirements and acceptance criteria shall be provided or approved by the organization responsible for the design or use of the program to be tested unless other wise designated. Required tests including (as appropriate) verification tests, hardware integration tests, and in-use tests shall be controlled. Test requirements and acceptance criteria shall be based upon applicable design or other pertinent technical documents (Reference 3.1.3).

5.4.1.3 For computer codes that must be compiled by the user prior to use, follow instructions for verifying and validating internally developed computer codes (Sections 5.5 and 5.7).

5.4.1.4 For computer codes that are acquired in executable form only (typically proprietary codes), document code verification as appropriate from the external providers’ documentation or by executing an appropriate sample test case of the code execution to verify that the code performs as expected.

5.4.1.5 Test problems (for computer programs) shall be developed and documented to permit confirmation of acceptable performance of the computer program in the operating system. Test problems shall be run whenever the computer program is installed in a different computer, or when significant hardware or operating system configuration changes are made. Periodic in-use manual or automatic self-check routines shall be prescribed and performed for those applications where computer failures or drift can affect required performance  (Ref. 3.1.3).

5.4.1.6 Submit the code and documentation to the Responsible Manager or designee for approval.

5.4.1.7 Any software that is DOE/contractor supplied or supplier-vendor interface software, e.g., Envirocare manifesting software is exempt from the requirements of this procedure. 

A request for verification and validation documentation should be made for the project record, but the software can be used immediately.

5.4.2 The Responsible Manager or designee shall exercise and document a review consistent with criteria in  QD‑AP‑3.1 (Reference 3.1.4). Once the review has been completed, the Responsible Manager or designee shall approve the verification of the computer code and transmit the approved code, verification results, and any associated data files to the assigned Code Custodian for control.

5.4.3 The Code Custodian shall initial and date Section B of DDO‑203 to acknowledge the receipt of verification documentation. (Section B of DDO-203 is discussed in Section 5.3.1).

5.4.4 For engineering/scientific computer codes developed internally or those computer codes identified in Section 5.4.1.3 of this procedure, the staff member shall initiate verification and validation requirements (Sections   5.5 and 5.7).  

5.4.5 For internally generated codes, provide substantial documentation (comments) within the code to allow others to more quickly understand the programming functions.

5.5 Verification

5.5.1 An engineering/scientific computer code that requires verification has been identified.

5.5.2 The Responsible Manager or designee shall assign, in writing, responsibility for code verification to a staff member.


5.5.2.1 Qualifications of the Code Verifier: Refer to Section 4.3.2.    
5.5.3 The assigned staff member should only use a controlled version of the software obtained from the custodian.

5.5.4 The assigned staff member shall prepare a verification plan. The plan shall:

5.5.4.1 Identify the computer code to be verified, including the name and version number.

5.5.4.2 Computer program test procedures or plans shall specify the following, as applicable: (1) Required tests and test sequence, (2) required ranges of input parameters, (3) identification of the stages at which testing is required, (4) criteria for establishing test cases, (5) requirements for testing logic branches, (6) requirements for hardware integration, (7) anticipated output values, (8) acceptance criteria, (9) reports, records, standards formatting, and conventions (Reference 3.1.4).  

5.5.4.3 Outline the approach to be followed with one or more of the following methods: (1) Compare code results to hand calculations, (2) bench mark with a verified code designed to perform the same type of analysis, (3) compare with a code from a known source; e.g., ORNL’s RSICC, or (4) a commercial vendor, or (5) compare with “standard test cases.” 

5.5.4.4 Define the documentation required in the verification report to assure that the specified verification has been completed.

5.5.4.5 Computer program verification test records shall identify:        (1) computer program tested, (2) computer hardware used,     (3) test equipment and calibrations (where applicable), (4) date of test, (5) tester or data recorder, (6) simulation models used, where applicable, (7) test problems, (8) results and acceptability, (9) action taken in connection with any deviations noted, and (10) person evaluating test results. In use test results shall identify (1) computer program tested, (2) computer hardware used, (3) test equipment and calibrations, (4) date of test, (5) tester or data recorder, and (6) acceptability. 

5.5.5 The assigned staff member shall submit the verification plan to the Responsible Manager or designee for review.

5.5.6 The Responsible Manager or designee shall initiate a review consistent with criteria in QD-AP-3.1 (Reference 3.1.4) Once review comments have been resolved, the Responsible Manager or designee shall approve the verification plan.  The Responsible Manager or designee shall assign a staff member to perform the verification.

5.5.7 The assigned staff member shall perform verification as required by the verification plan. If verification involves a comparison between computer runs and hand calculations, one staff member may do both, as long as results are reviewed by an independent technical reviewer. In any case, either the staff member or the reviewer must be independent of the code development effort. All pages of hand calculations, computer inputs, and computer outputs shall be initialed and dated by the staff member performing the verification and by the technical reviewer.

5.5.8 The assigned staff member shall prepare the verification report. The report shall be written as specified in the plan and describe at least the following.

5.5.8.1 Computer program being verified, code name, and version number.

5.5.8.2 Method of verification.

5.5.8.3 Results of the verification.

5.5.8.4 Conditions for which the code has been verified.

5.5.8.5 Conditions for which the program remains unverified.

5.5.9 The assigned staff member shall submit the report to the Responsible Manager or designee for review.

5.5.10 The Responsible Manager or designee shall exercise the appropriate level of review. Once review comments have been resolved, the Responsible Manager or designee shall approve the verification report. 

5.5.10.1 Qualifications of the Technical Reviewer: Refer to Section     4.3.5. 

5.5.11 The Responsible Manager or designee shall transmit the verification plan, verification report, and any associated data files to the Code Custodian for control.

5.5.12 The Code Custodian shall initial and date Section B of DDO-203 to acknowledge the receipt of verification documentation.

5.5.13 The Code Custodian shall submit copies of all records generated by this procedure to Project Records. 
5.6  Identification of Validation Requirements

5.6.1 The staff member shall determine whether the computer code model has been validated for the specific application required by the planned activity.

5.6.1.1 For engineering/scientific computer codes that have been validated for an application similar to that planned, the staff member shall document the validation of the code for the planned activity with a written explanation approved by the Responsible Manager or designee. No further action is required. 

5.6.1.2 For engineering/scientific computer codes that have not been validated for the planned application, the staff member shall initiate validation of the computer code model following steps in Section 5.7. If validation is not necessary for the code to be used effectively, the staff member shall document this and obtain approval from the Responsible Manager or designee.

5.7 Validation

5.7.1 The staff member identifies an engineering/scientific computer code that requires validation.

5.7.2 The Responsible Manager or designee shall assign, in writing, responsibility for code validation to a staff member.

5.7.3 The assigned staff member shall obtain a controlled copy from the Code Custodian to perform the validation. 

5.7.4 The assigned staff member shall prepare a validation plan. The plan shall

5.7.4.1 Identify the computer code to be validated, including the name and version number.

5.7.4.2 Outline the approach to be followed to validate the program.

5.7.4.3 Define the documentation required to assure that the specified validation has been completed.

5.7.5 The assigned staff member shall submit the validation plan to the Responsible Manager or designee for review.

5.7.6 The Responsible Manager or designee shall exercise the appropriate level of review. Once review comments have been resolved, the Responsible Manager or designee shall approve the validation plan. The Responsible Manager or designee shall assign a staff member to perform the validation. 

5.7.6.1 Qualifications of the Code Validator: Refer to Section 4.3.3.

5.7.7 The assigned staff member shall perform the validation as required by the plan.

5.7.8 The assigned staff member shall prepare the validation report. The report shall be written as specified in the plan and describe at least the following:

5.7.8.1 Computer code and model(s) for which the validation was made, including the name and version number.

5.7.8.2 Method of validation.

5.7.8.3 Results of the validation.

5.7.8.4 Conditions for which the code and model(s) remain to be validated.

5.7.9 The assigned staff member shall submit the report to the Responsible Manager or designee for review.

5.7.10 The Responsible Manager or designee shall exercise the appropriate level of review. Once review comments have been resolved, the Responsible Manager or designee shall approve the validation report.

5.7.11 The Responsible Manager or designee shall transmit the validation plan, the validation report, and any associated data files to the Code Custodian for control.

5.7.12 The Code Custodian shall initial and date Section B of DDO-203 to acknowledge the receipt of validation documentation.

5.7.13 The Code Custodian shall submit copies of all records generated by this procedure to Project Records. 

5.7.14 Distribution of the approved code for installation shall be controlled by the Code Custodian, and documented in the installation/checkout log (DDO-528). 

5.8 Computer Code Revisions

5.8.1 The staff member using a computer code shall initiate revisions to the code by completing Part I of DDO-204 and submitting it to the Responsible Manager or designee for approval.

5.8.2 The Responsible Manager or designee shall review DDO-204 and approve or disapprove the request. If approved, the Responsible Manager or designee shall complete Part II of DDO-204 and assign a staff member to make the code revision.


5.8.2.1 Qualifications of the Code Reviser: Refer to Section 4.3.4. 

5.8.3 The assigned staff member shall perform the following steps:

5.8.3.1 Obtain the controlled version of the computer code from the Code Custodian.

5.8.3.2 Perform the necessary changes and document the changes.

5.8.3.3 Verify the code in accordance with Section 5.5.

5.8.3.4 Complete Part III of DDO-204. For documentation items that require no changes, write “No Changes Required” on the appropriate line in Part III.

5.8.3.5 Assemble the revision of the code into a report that contains DDO‑204, documented changes to the code, and the verification report. Submit the report to the Responsible Manager or designee.

5.8.4 The Responsible Manager or designee shall assign a Technical Reviewer to review the code revision report. 

5.8.4.1 Qualifications of the Technical Reviewer: Refer to Section 4.3.5. 

5.8.5 The Technical Reviewer shall review the code revision package to determine if the revision is satisfactory and fulfills the revision as defined in Part I of DDO-204. Upon completion of the review, the Technical Reviewer shall complete Part IV of DDO-204 and return it to the Responsible Manager or designee. The Technical Reviewer shall enter “N/A” for those items not applicable in Part IV.

5.8.6 The Responsible Manager or designee shall complete Part V of DDO-204 by approving and sending the report and form to the Code Custodian or disapproving it and returning it to the assigned staff member.

5.8.7 For disapproved revisions, the assigned staff member shall correct identified deficiencies and resubmit the revised code and documentation along with DDO-204 to the Responsible Manager or designee for reconsideration and completion of Part V.

5.8.8 For approved revisions, the assigned staff member shall submit the revised code, documentation, and DDO-204 to the Code Custodian for assignment of the appropriate version number.

5.8.9 The Code Custodian shall retain DDO-204, the revised code, and documentation for the revised code. 
5.8.10 The Code Custodian shall assign an appropriate new version number. 
5.8.11 The Code Custodian must also ensure that all installed copies are updated to the latest revision, and that they are recorded on the installation/ checkout log (DDO-528). 
5.8.12 The Code Custodian shall submit copies of all revisions to Project Records along with any other records for the same code undergoing a sequential process of validation, verification, technical review, and revision as a single package. Revisions may or may not be amenable for inclusion with the package, unless the revisions are made prior to submittal of the package to Project Records. If revisions are made at a later date, the revisions will need to be submitted as a separate record at that time. This separate record shall be adequately identified in order to easily associate it with the same code.
5.9
Mathematical Models Implemented by Systems Software 

Mathematical Models implemented by systems software (e.g., Access, Excel)

shall be verified and validated by performing hand calculations or through comparisons with verified output from another computer code.  This verification and validation may be accomplished in the manner outlined in procedureTC-AP-7.1 (Reference 3.1.2).  The following important items excerpted from TC-AP-7. 1 shall be transmitted via document package to an independent technical reviewer as defined in this procedure. 

5.9.1 State the purpose of the calculations.

5.9.2 Discuss the modeling requirements.

5.9.3 Describe the methodology used (discuss, consult, and decide feasibility of methodology before proceeding).

5.9.4 List assumptions and the justifications for the assumptions.

5.9.5 List input data and details and references.

5.9.6 Outline all equations and numerical procedures, including units and detailed references. Use diagrams liberally to illustrate concepts.

5.9.7 Summarize the results and/or conclusions, particularly where the results become input to subsequent computations.

5.9.8 List references to include, as appropriate, theoretical and input data sources and computer outputs.

5.9.9 Identify computer outputs by unique name, date, time, originator, and project name. The most significant parameters to a particular computer output may be included as part of the name. The title page of each output shall reference the calculations to which the output pertains.

NOTE:  The Technical Reviewer shall prepare a memo detailing the results of the comparison with hand calculations or other approved code output, and any issues that need to be resolved before using the code to make decisions, and return it to the code originator for follow up action and/or transmittal of the verification and validation package to Project Records.

6.0 Records

The records generated by this procedure are:

· Completed DDO-203, Engineering/Scientific Computer Code and Documentation Tracking Form

· Completed DDO-204, Computer Code Change Form

· Completed DDO-528, Software Code Installation/Checkout Log 

· Documentation, by memo, of the determination of whether a code is used to produce quality-affecting data

· Documentation of verification of computer codes acquired from external sources

· Verification Plan

· Verification Report

· Documentation, by memo, of validation of the computer code for the planned activity

· Validation Plan

· Validation Report

· Supporting data files.

7.0 Forms, Exhibits, and Attachments

7.1 Forms

· DDO-203, Engineering/Scientific Computer Code and Documentation Tracking Form 

· DDO-204, Computer Code Change Form 

· Installation/Checkout Log DDO-528.

7.2 Exhibits

None.

7.3 Attachments

None.
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Date
COMPUTER CODE CHANGE FORM

PART I — TO BE COMPLETED BY STAFF MEMBER

Computer Code Name

Current Version Number Software Date

Requester Name/Organization

Describe Change Requested

Reason for Change

PART II — TO BE COMPLETED BY THE RESPONSIBLE MANAGER

[1 Approved, the staff member assigned to make the change shall be

[1 Disapproved, explanation:

(Signature)
(Date)

PART III — TO BE COMPLETED BY ASSIGNED STAFF MEMBER, IF CHANGE REQUEST IS APPROVED

Describe the changes that will be required to update the following documentation.

Development Plan

Development Report

Conversion Report

Code Listing

Sample Input and Output

User's Manual

(PART III CONTINUED ON REVERSE SIDE)

DDO-204
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DDO-528, Rev. 0
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Verification Plan

Verification Report

Validation Plan

Validation Report

Computer Code Revision Form

Other

Provide assessment of possible impact on results of analyses as compared to results obtained from previous version
of revised computer code.

PART IV — TO BE COMPLETED BY THE INDEPENDENT TECHNICAL REVIEWER UPON COMPLETION OF CHANGE

If previous documentation is acceptable as is, enter “A”. If previous documentation is unacceptable and

an addendum to the previous documentation is required, enter “UA”; if previous documentation is unacceptable
and new documentation is required, enter “UN”; if previous documentation is not required, enter “N/A” for that
item.

__ Development Plan _ Sample Input & Output Validation Plan

__ Development Report User's Manual Validation Report

__ Conversion Report Verification Plan Computer Code Revision Form
_ Code Listing Verification Report Other

A verification report exists for a previous code version, the attached material:

[ 1 Adequately verifies the code relative to the previously verified code version.
[ 1 Does not adequately verify the code relative to the previously verified code version.

(Technical Reviewer Signature) (Date)

PART V — RESPONSIBLE MANAGER APPROVAL

[ 1 Approved [ ] Disapproved

(Responsible Manager Signature) (Date)
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